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OVERVIEW

TASK DESCRIPTION:

Understand terrorism, anti-terrorism, and counter-terrorism. 

LEARNING OBJECTIVES:

TASK:
Identify the definition, environment, and threat of terrorism, ways of meeting the terrorism threat, and programs to meet the terrorism threat.




CONDITIONS:
Given the subcourse material for this lesson, a training scenario, and extracts, as applicable, the student will complete the practical exercise to identify the environment and threat of terrorism as well as ways and programs to counter terrorism.




STANDARDS:
The student will demonstrate his comprehension and knowledge of the task by identifying the definition, environment, and threat of terrorism, and ways and programs to meet the threat of terrorism.




REFERENCES:
The material contained in this lesson was derived from the following publication:





The proposed final publication of Joint Pub 3-07, Military Operations Short of War, November 1992

CHAPTER III

COMBATTING TERRORISM

1.
Environment.


a.
Terrorism is a form of ideologically spawned violence, purposefully unpredictable and thus seemingly random, used by subversive elements who are striving to achieve a political, ideological, religious, economic, or military goal.  The United States and its friends and allies are confronted with a variety or states and groups that, alone or in concert, employ this 

violence to achieve political ends.  Terrorist objectives may range from protecting economic enterprises, to advancing separatist causes, to gaining revenge for ethnic grievances, or to achieving fundamental social and political revolutionary aims.  Unstated objectives may include provoking overreaction on the part of the adversary or stimulating any response that  acknowledges the terrorists' power and legitimacy.  Their methods may be equally diverse, from planting improvised or sophisticated explosive devices in public places and carrying out suicide car bombings to kidnapping and assassinations.  Regardless of their motivation or methods, the goal of all terrorists is imposition of their will on society, or a group within society, using violence or the threat of violence designed to create an atmosphere of fear.  Terrorists want individuals to feel defenseless, to doubt their government's ability to protect them, and, in turn, to undermine the government's legitimacy, its policies, or both.


b.
Terrorism strikes at the basic values of society.  The very quality that makes democratic societies desirable for living and the respect for the rights and freedoms of the individual, also makes such societies particularly vulnerable.  Terrorists have unparalleled opportunity to strike democracies because most democracies maintain open societies.  They seek to force a government into an overreaction in the hope of demonstrating government weakness or terrorist strength.  Additionally, terrorists can cause governments to become more closed, repressive, and ultimately to become separated from their citizens.


c.
When US interests are the target of terrorist actions,  terrorism takes a toll not only in loss of life or damage to installations and property, but also in less tangible yet still meaningful terms.  It may erode public support in both the United States and the host nation for a stated policy or program and cause loss of credibility or a diminished capacity for the United States to influence international events.  The US strategy for dealing with terrorism is based on the following guidelines:



(1)
The US Government is opposed to domestic and international terrorism and is prepared to act either in concert with other nations or unilaterally when necessary to prevent or respond to terrorist acts.



(2)
The US Government considers the practice of terrorism by any person or group as a potential threat to its national security and will resist the use of terrorism by all legal means.



(3)
States that practice terrorism or actively support it will not do so without consequence.  If there is evidence that a state is mounting or intends to conduct an act of terrorism against the US, then the United States will take measures to protect its citizens, property, and interests.



(4)
The US Government will make no concessions to terrorists.  It will not pay ransoms, release prisoners, change its policies, or agree to other acts that might encourage additional terrorism.  At the same time, the US will use every available resource to gain the safe return of American citizens who are held hostage by terrorists.



(5)
The US will act in a strong manner against terrorists without surrendering basic freedoms or endangering democratic principles.  The US will ask other governments to take similar stands.


d.
The goal of US efforts to combat terrorism is to deter future terrorist acts and bring to justice those who commit terrorism.  While the use of force is an option, it must be carefully considered in light of domestic and international repercussions before it is used.  As in all conflicts, there is a wide range of actions potentially capable of resolving problems. The specific response to each terrorist act must be evaluated to determine if military force or other actions are appropriate.

2.
Organization

a.
Lead Agency.  The US Government has established a program for managing its response(s) to terrorist acts against US citizens, facilities, or interests.  A lead agency is designated for coordinating US Government actions involving terrorist incidents.  One of three agencies -- the Department of State, Department of Justice (specifically, the Federal Bureau of Investigations), or the Department of Transportation (specifically, the Federal Aviation Administration) -- will receive lead agency designation according to incident location and type.  The Assistant to the President for National Security Affairs will resolve any uncertainty on the designation of a lead agency or on agency responsibilities.



(1)
Department of State.  The Department of State will be designated the lead agency for incidents that take place outside the United States, its territories, and possessions.  The establishment of this lead agency in no way detracts from the host nation's sovereign responsibility for managing terrorist incidents that occur within its borders.  United States involvement in these incidents will be governed by Status of Forces Agreements or Memorandums of Agreement or Understanding.



(2)
Department of Justice.  The Department of Justice will be designated the lead agency for incidents that take place within the United States, its territories, and possessions.



(3)
Department of Transportation.  The Department of Transportation will be designated the lead agency for incident aboard aircraft "in flight" that are within the special

jurisdiction of the United States.  "In flight" is defined as the period of time beginning after all external doors of the aircraft are closed following embarkation, and until the aircraft is turned over to a competent authority.


b.
Department of Defense Responsibilities.  The Department of Defense (DOD) is not a lead agency for combatting terrorism; however, the DOD is responsible for protecting its own personnel and installations.  The Department of Defense is responsible for providing technical assistance and/or forces when directed or requested by the lead agency.  In isolated instances where DOD personnel may be the first to arrive on the scene of a terrorist incident, they may be required to direct the counterterrorism efforts until a representative of the lead agency assumes control.  The Department of Defense also has specialized forces to deal with the terrorist threat.  The Counter-Terrorist Joint Task Force provides a flexible range of response options to combat various terrorist acts.

3.
Roles.  Since terrorism can be international in scope and, in some instances, aided and abetted by state sponsors, the threat posed to US citizens and security interests abroad may require a

US military response.  This response can occur at either of two levels:  deterring acts of terrorism through active and passive measures (antiterrorism) or employing forces to directly address terrorist situations (counterterrorism).


a.
Antiterrorism.



(1)
A thorough antiterrorism program is the foundation of any effective method for combatting terrorism.  The basics of such a program include the collection and dissemination of timely threat information, the conduct of information awareness programs, a personal training program in the principles of antiterrorism awareness, a coordinated security plan, and the implementation of sound defensive measures.  Because absolute protection against terrorist activities is not possible, protective plans and procedures are based on the threat and should strike a reasonable balance between the protection desired, the mission requirements, the criticality of organic assets and infrastructure, and the availability of manpower and resources.



(2)
The US Government may provide antiterrorism assistance to foreign countries under the provisions of Chapter 8, Part II of the Foreign Assistance Act of 1961, as amended (22 USC 2349 aa-2349 aa-9).  As discussed in Chapter II, such assistance is provided as part of overall US military foreign internal defense efforts to assist host nation internal defense and development programs.  This assistance can include training

services on antiterrorism and the provision of commodities related to bomb detection and disposal, management of hostage situations, physical security, and other matters relating to the detection, deterrence, and prevention of acts of terrorism, the resolution of terrorist incidents, and the apprehension of those involved in such acts.


b.
Counterterrorism.


(1)
Counterterrorism, the offensive portion of combatting terrorism, provides response measures that can include preemptive, retaliatory, and rescue operations.  The type of forces and the command and control relations used in counterterrorism operations depend on the location, type of incident, and degree of force required.  Force selection criteria are governed by legal and political constraints.  Normally, counterterrorism operations require specially trained personnel capable of mounting swift and effective action.  Some military operations executed by US forces in response to terrorist acts may be carried out by conventional forces, but usually these forces provide support to a specially organized, equipped, and trained counterterrorist unit.



(2)
In a foreign country, the Chief of the Diplomatic Mission is responsible for ensuring US interests are served, and will act as the sole point through which host government communications will flow.  With concurrence of the host government, obtained by the Chief of the Diplomatic Mission, tactical control over a terrorist incident may pass to a US military commander. ***

4.
Tasks.  Effectively combatting terrorism involves the following tasks:


a.
Intelligence.  Intelligence is the first line of defense in combatting terrorism.  Although the nature of terrorist groups often makes them difficult to penetrate, an all-source  intelligence program is essential to identifying the threat and providing timely threat warning.  This includes evaluation of terrorist capabilities, tactics, and targeting strategy, as well as the dissemination of this information to all interested and affected agencies and organizations.  Coordinated management of intelligence requirements will facilitate combatting terrorism and will serve to preclude intelligence gaps.


b.
Security.  The goal of security is to hinder or deny a terrorist's access to a potential target.  This includes measures taken by a military unit, an activity, or installation, to protect both physical resources and personnel against terrorist acts.  An aggressive operational security (OPSEC) program is fundamental to protect US forces and activities.  Although the following section does not treat OPSEC as a separate subject, the 

theme underlying the principles listed here would apply equally to a sound OPSEC program.  For more detailed treatment of OPSEC, refer to Joint Pub 3-54, 

Joint Doctrine for Operations Security.



(1)
Physical and Information Security.


(a)
To effectively combat terrorism, US military actions should be commensurate with the threat.  A carefully developed balance between maximizing physical security and protecting the freedoms that characterize a democratic society must be reached.  Failure to strike this balance by overreacting to a perceived security threat will achieve the terrorist's objective of influence intimidation without placing the terrorist at risk.


(b)
Physical and information security helps to protect facilities, information, and personnel, thereby deterring unauthorized access to equipment, installations, materiel, documents, and personnel whose rank or position make them desirable targets for terrorist activities and information gathering.  It incorporates human and other resources, e.g., military working dogs, and electronic and mechanical systems, and is an integral part of antiterrorism planning.


(c)
Good physical security procedures should be follow the principles of detection, assessment, delay, and response.  The program should be tailored to the local threat and security requirements, addressing the criticality of organic assets and infrastructure as well as their priority of importance.  It may include such measures as protective barriers, structural hardening, filters, or obstacles, lighting and sensors, personal identification, security patrols, and vehicle checks and searches.  Should deterrence fail, the proper integration of physical security measures will greatly reduce the terrorists' ability to achieve their objective.  Physical security measures, however, must also be consistent with political considerations and continued operational effectiveness.  These will limit the measures that can be taken. A conscious acceptance of risk may be required.



(2)
Personal Security.  Personal security in combatting terrorism pertains to both protective services and those measures taken by personnel to protect themselves.  Protective service details are composed of specially trained personnel and are intended to safeguard a designated-individual or group of individuals from political embarrassment, assassination, kidnapping, and injury.  Individual protective measures decrease the individual's vulnerability to a terrorist attack.  An awareness and training program is one of the best means to enhance individual security.  It includes, but is not limited to, knowledge of terrorist techniques, increased level of personal 

security awareness, defensive or evasive driving, and self-protection.



(3)
Deployed Force Security.  No antiterrorism program can anticipate all possibilities for terrorist acts.  Therefore, whenever deployment of US forces is contemplated, a vulnerability assessment should be accomplished prior to the deployment. Additionally, appropriate security procedures should be established and force protection assets provided.  The coordination, control, and establishment of protection measures as well as ROE for all deployments will be accomplished by the responsible theater combatant commander.


c.
Hostage Negotiations.  Because of jurisdictional considerations, hostage negotiations will normally be the responsibility of the Department of State or of the host nation; however, specially trained personnel must be available for those instances when the Department of Defense is given operational control during an incident.  Such negotiations are designed to seek release of the hostages without giving concessions.  The US policy remains one of not providing any concessions to

terrorists.


d.
Hostage Rescue.  Specially organized, trained, and equipped personnel and units should be ready to successfully execute a hostage rescue.


e.
Assault Operations.  An objective of national policy is to deter the terrorist(s) through the threat of retaliation. When the NCA authorizes the attack on a terrorist organization in locations outside national borders, US military personnel normally carry out the mission as a joint or combined operation.

5.
Joint Tactics, Techniques, and Procedures.  Joint Pub 3-07.2, "Joint Tactics, Techniques, and Procedures (JTTP) for Antiterrorism (AT)," should be referred to for detailed guidance concerning AT.***

LESSON THREE

PRACTICE EXERCISE

The following items will test your grasp of the material covered in this lesson.  There is only one correct answer for each item. When you have completed the exercise, check your answers with the answer key that follows.  If you answer any item incorrectly, study again that part of the lesson which contains the portion involved.

1.
In general terms, terrorists have as their goal --


a.
To cause a government or group to devote resources to self protection.


b.
To impose their will on a society or group within society.


c.
To excite public interest in a cause.


d.
To modify the form of government practiced in the target country.

2.
US government guidelines for dealing with terrorism includes which of the following?


a.
We consider the practice of terrorism as a potential threat to national security.


b.
We will not negotiate with terrorists.


c.
We oppose terrorism in the US or terrorism practiced  against US citizens.


d.
We will act to suppress terrorism only in concert with  other governments.

3.
The lead agency for the US government in the event of a terrorist incident outside of the US and its territories is --


a.
The Department of Defense.


b.
The Department of State.


c.
The Department of Justice.


d.
The Department of the Treasury.

4.
Personal security is an element of any effective anti​terrorism program.  Which of the following describes those activities that constitute personal security?


a.
Physical barriers and access control.


b.
An up-to-date installation/unit incident plan and threat  assessment.


c.
Protective services and individual protective measures.


d.
All of the above.

LESSON THREE

PRACTICE EXERCISE

ANSWER KEY AND FEEDBACK

ITEM

Correct Answer
1.
b.
to impose their will on a society or group within society.

A or c might be short-term objectives and d could apply in specific cases as the stated purpose for the group to practice terrorism.  Only b, however, fits all terrorist groups.  (p. 3-2)

2.
a.
We consider the practice of terrorism as a potential  threat to national security.


b - The guidelines state no concessions, no negotiation. c - We do not limit our condemnation to US victims only. d - We reserve the option of unilateral action. (pp. 3-2, 3-3)

3.
b.
The Department of State.  (p. 3-3)

4.
c.
Protective services and individual protective measures.

Both a and b are factors in an antiterrorism program and should be considered as you develop your unit or installation program.  C, however, shows those elements that constitute personal security -- protective service for designated high risk personnel and individual measures which everyone should follow. (p. 3-6)
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